MeToauuyeckue peKOMeH Al
0 pazMelieHu Ha HH(POPMAIITMOHHBIX CTEHAAX, O(PUITHATbHBIX
HHTEPHET-cAauTax v APYrux HHGPOPMAIIMOHHBIX pecypcax
001e00pa3oBaTe/IbHbIX OPraHU3aIMi U OPraHOB, OCYIIECTB/IAIOIINX
ynpasJjieHue B cpepe oopasoBaHus, HHPOpMAIUHU O 6€30IIaCHOM
IMOBEJAEHUH U MCII0JIb30BaHUU cetu « THTEepHeT»

ITamarka
JUIA O0yJarmuxca 00 MHGOPMAITMOHHONM 0€30IIaCHOCTH JAeTen

HEJIb34

1. Bcem moapsj coobmiaTh CBOIO YacTHYIO MHGOpManuio (HacroAmye ums, GpamMmumwinio, TeaedoH,
ajzipec, HOMeP IIIKOJIbI, a Tak:ke ¢poTorpaduu CBOU, CBOEH CEMbHU U Jpy3ei);

2. OTKpBIBaTh BJI0KE€HHbIE (pANJIbl BJIEKTPOHHOU IIOYTHI, KOT/]a He 3Haelllb OTIIPABUTEIA;
3. ['pybuTs, IpuaMpaThCs, OKa3bIBaTh IaBJIEHE — BeCTHU ceOs1 HEBEKIIMBO U aTPECCHUBHO;

4. He pacniopsi>katics [eHbraMu TBOE€H ceMbH 0e3 paspelleHHs CTApIINX - BCEr/la CIipaliuBau
poauTeneu;

5. He Bcrpeuaiica ¢ IHTepHeT-3HAKOMBIMU B PeaJIbHOM KU3HU - ITOCOBETYHCA CO B3POCJIBIM,
KOTOPOMY JIOBEPSIEIIIb.

OCTOPOXXHO

1. He Bce mumryT mpasay. YnuTaemnrs o cebe Henpasay B FIHTepHeTe — cooOIu 06 3TOM CBOUM
POUTEIISIM WJIU OIIEKYHAM;

2. [IpuryiamaroT rnepenuchBaThCA, UTPATh, 0OMEHUBATHCS - IIPOBEPH, HET JIU TI0/IBOXA;
3. HezakonHoe konupoBanue daiiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerza pacckaspiBail B3pOCJIbIM O IPO0JIeMax B CETU - OHU BCET/Ia IOMOTYT;

5. Mcrosip3yit HaCTpOWKM 6€301acHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSTHh CBOM AKKAyHTHI B
COILICETSX U APYTUX MMOpTaIax.

MOHO

1. YBaxkall IpyTUX IM10JIb30BaTENIEH;

2. [Tosb3yenibess UTHTEPHET-UCTOYHUKOM - IeJIall CChLIKY Ha HETO;
3. OTKpbIBal TOJIBKO T€ CCHIKH, B KOTOPBIX YBEPEH;

4. ObmaThes 3a IMOMOIIBIO B3POCBIM - POAUTENH, ONEKYHbI U aMHUHHUCTPAIIUSA CAUTOB BCET/Ia
IIOMOTYT;

5. ITpotizu oOyueHue Ha caiiTe « CeTeBUUOK» U MOJIYYH ITACIOPT IIU(PPOBOTro rpaskaaHuHa!



NuadbopManmnoHHaA MaMATKA AJIS O0yJaIOINXCS /i1 pasMeleHusa Ha
opunmuaabHbIXx THTEpHET-pecypcax

C KakabIM T'OJOM MOJIOJIEIKH B HNHTEPHETE CTAHOBUTHCA 60115111e, a IIKOJIbHUKH OAHH N3 CaMbIX
AKTUBHBIX I10JIb30BaTesIeH PyHeTa. Memy TE€EM, IIOMHMO OIPOMHOI'0O KOJIMYECTBA
BOSMO)KHOCTGﬁ, HWHTEPHET HECET U HpO6J’IeMI)I. dTa mamsTKa AOJI2KHa ITIOMOYb Tebe 6e30ImacHo
HaXOOUTBHCA B CETH.

KommbioTepHbIE BUPYCHI

KoMmbioTepHBIN BUPYC - 5TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTpPaMM, OTJIMYUTETHHOMN
0CODOEHHOCTBI0O KOTOPOU SIBJISIETCS CIOCOOHOCTh K pPa3MHOXKEHUI0. B JI0mOSTHEHHE K 3TOMY,
BUPYCbl MOTYT IIOBPEeJUTh WM IIOJHOCTbIO YHUUTOXKHUThb Bce aiiyibl U JIaHHBIE,
IIO/IKOHTPOJIPHBIE IIOJIB30BATENI0, OT HMEHH KOTOpOTrO ObUIa 3amylleHa 3apak€HHasd
IIporpaMMa, a TakKKe MOBPeJIUTh WM Ja)Ke YHUUTOKUTh ONEPAIMOHHYIO CUCTEMY CO BCEMU
daiiamu B nesioM. B 60JIBIIMHCTBE cIyyaeB paclpoOCTPAHAIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTo/ibl 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. cnonp3yil coBpeMeHHbIe OllepallHOHHbIE CUCTEMBI, UMEIOII1e CEPhE3HBIN YPOBEHD 3aIIUThI
OT BPEZJOHOCHBIX IIPOI'PaMM;

2. IlocrogHHO ycraHaBiauBail mnautu (nudpPOBBIE 3aIUIATKH, KOTOPbIE ABTOMATHYECKU
YCTAHABJIUBAIOTCA C [EJbI0 JIOPAOTKU TMPOTPAMMBbI) UM JIpyrue OOHOBJIEHHS CBOEH
omnepanuoHHOU cucTeMbl. CKauMBal UX TOJIBKO ¢ 0pUIHaIbHOTO caiita pazpaborunka OC. Eciu
CYIIIECTBYET PEKUM aBTOMATUUECKOTO OOHOBJIEHUS, BKJIIOUH €T0;

3. PaGoraii Ha cBoeM KOMIIBIOTEPE IO/ TPAaBaMU MOJIb30BATENIs, & HE a/IMIHUCTPATOpPA. ATO HE
MIO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTPAMM WHCTAJTUPOBAThCA HA TBOEM IEPCOHATIBHOM
KOMIIBIOTEDE;

4. Wcnonp3yihi aHTHBUPYCHBIE IIPOTPAMMHBIE IIPOAYKTHI U3BECTHBIX IIPOU3BOAUTENIEH, C
aBTOMAaTHUYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUH OCTYyH K KOMIOBIOTEPY /A1 IOCTOPOHHUX JIUIL;

6. Vcnonp3yil BHellIHWEe HOcUTeNW HHGOpMAIUM, Takue Kak dJiemka, JUCK Win ¢Gain us
MHTEPHETAa, TOJIbKO U3 PO epeHHbIX UCTOYHUKOB;

7. He oTKpbIBall KOMIIbIOTEPHBIE (ailibl, MOJIyYeHHbIE U3 HEHAJIEXKHBIX UCTOYHUKOB. Jlaxke Te
(aiisibl, KOTOpBIE IPUCIIAT TBOM 3HAKOMBIN. JIydllle yTOUHU Y HETO, OTIIPABJIAII JIU OH Tebe uXx.

Cetu WI-FI

Wi-Fi - 3T0 He BU/I Iiepeiauul TaHHBIX, He TEXHOJIOTHSI, a BCETO JIUIIL OpeH/1, Mapka. Eiie B 1991
roJly HUJepJaHJcKasg KoMIaHusA 3apeructpupoBaia OpeHz, «WECA», uTto o0603Hauano
cioBocoueranue « Wireless Fidelity», koTopsiit nepeBoinTcs Kak «6eCIIpoBOTHAS TOUHOCTD».

Jlo Haiiero BpeMeHH JIOILIA Apyras abOpeBuaTypa, KOTopas SABJISIETCA TaKOH Ke TEXHOJIOTHEH.
dto abbpeBuarypa «Wi-Fi». Takoe Ha3BaHuUe OBLJIO JAaHO C HAMEKOM Ha CTAaHAAPT BBICIIHH
3ByKOBoOU TexHuku Hi-Fi, 4To B mepeBo/ie 03HAUAET «BBICOKAS TOUHOCTDY.

Ha, OecnjaTHBI WHTEPHET-ZIOCTYII B Kade, OTeJsAX W aspoIopTax SABJAETCA OTIUYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHeT. Ho MHOTHe 5KCIIepThl CUMTAIOT, YTO 001IeIocTyIHbIe Wi-
Fi cetn He ABAAIOTCA O€30TaCHBIMU.



CoseTsl 110 0€301aCHOCTH paboTe B 00IIEAOCTYITHBIX ceTsax Wi-fi:

1. He nepemaBaii cBoro simuHy0 nHpopManuo depe3 obmenocrynabie Wi-Fi cetu. Paboras B
HUX, JKeJIaTeJIbHO He BBOJUTD ITAPOJIH JIOCTYIIA, IOTUHBI U KaKHe-TO HOMepa;

2. Hcmonb3yili U OOHOBJAN aHTUBUPYCHblE HpOTrpamMMbl U OpaHamayep. Tem caMbIM TbI
obe3omacuIlb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. I[Ipu ucnosp3oBanuu Wi-Fi otxrioun GyHKIUIO «O0ImMuUN OCTYI K daiylaM U IIPUHTEPAM».
JlarHasa ¢GyHKIHA 3aKphITa 110 YMOJIYAaHUIO, OJHAKO HEKOTOPHIE MOJIb30BATEIN aKTUBUPYIOT €€
JUIS yZI0OCTBA KCIIOJIb30BaHMUs B paboTe Miiu yueoe;

4. He ucnionp3yit myosmmunsiiin WI-FI 151 mepeiayy JTUYHBIX JaHHBIX, HAITIPUMED JJTsI BBIXO/IA B
COIIAJIBHBIE CETU WJIN B 3JIEKTPOHHYIO IIOUTY;

5. Umose3y# TostbKo 3ammuineHHoe coequHenne uepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azipeca BBOM UMeHHO «https://»;

6. B mobwibHOM TestedoHe oTkIoun GyHKuo «Ilogxtouenue k Wi-Fi apTromatudecku». He
ZIOITyCKall aBTOMaTHYECKOTO MOAKII0UeHNs yeTpouicTBa K ceTam Wi-Fi 6e3 TBoero corsacus.

ConuaspHbIe CeTU

ConpaspHble CETU AKTUBHO BXOJAT B HAIy JKU3Hb, MHOTHE JIIOAW PAabOTAIOT M KUBYT TaM
IIOCTOSIHHO, a B Facebook yxke 3apermcrpupoBaH MWLIHAP] YEJIOBEK, UTO SABJISETCS OJIHOU
cebMON BCeX JKUTeJied IUIaHeThl. MHOTHe MOJIb30BaTeJIM He MOHUMAIOT, 4TO WHQOpMaIus,
pasMellieHHass UMHU B COIIMAJIBHBIX CETAX, MOXKET ObITh HaliJleHa U MCII0JIb30BaHa KEM YTOJHO, B
TOM YHCJIe He 00513aTeTbHO ¢ 6JIaTuMU HaMEePEHUSMU.

OCHOBHBIE COBETHI 10 OE€30IACHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CITMCOK Jpy3el. Y Tebsi B APY3bsiX HE JIOJKHO OBITh CIyYaHBIX U HE3HAKOMBIX
JII0EN;

2. 3amuiai cBOI YacTHYIO KU3Hb. He ykaspiBall maposiu, TejaedoHBI, azpeca, aTy TBOETO
POXKJeHUA U JPYTyI0 JUYHYI0 WHQOpPMAaUU0. 3JI0YMBIIIEHHUKA MOTYT HCIOJIb30BaTh JlaKke
“H@OPMAIIHIO O TOM, KaK Thl ¥ TBOU POJIUTEIIH IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiai cBOI pemyTaluio - JepKU ee B UUCTOTe U 33jiaBail cebe BOIPOC: XOTes ObI ThI,
4TOOBI PyTHE IOJb30BATEN BUEJH, YTO ThI 3arpykaemb? Ilomymali, mpexkae 4eM UYTO-TO
OIyOJIMKOBATh, HATIUCATH U 3aTPy3UTh;

4. Eciu TBI roBopuimib C JIOJAbMH, KOTOPBIX HE 3HA€lllb, HE I/ICHO)IBSyﬁ CBO€ peaJIbHOE€ NMA U
APYTYyI0 JINYHYIO I/IH(I)OpMaIII/II/IZ nMdA, MECTO XKUTEJIbCTBA, MECTO yqe6b1 U 11pouee;

5. W36erait pasmernenus ¢ororpaduii B MHTepHETE, T/le ThI U300pa’keH Ha MECTHOCTHU, II0
KOTOPOU MOXKHO OITPEeZIETUTh TBOE MECTOIIOJIOKEHUE;

6. IIpu peructpaniu B COIHAJIBHOM CETH HEOOXOAMMO HCIIOJIb30BATh CJIOKHBIE IApOJIH,
cocrosIye u3 OykB 1 U@p U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;

7. s conuasbHOM CeTH, MOUTHI U IPYTUX CAUTOB HEOOXOAMMO UCIOIb30BaTh Pa3Hble MAPOJIU.
Torpa ecsiu Tebs B37I0MAIOT, TO 37I0YMBIIIIEHHUKHU MOJIy4aT JIOCTYII TOJIBKO K OTHOMY MeCTy, a
He BO BCe cpaay.

OJIEKTPOHHBIE JIeHbI'U



SHGKTPOHHLIG A€HbI'M — J3TO OYE€Hb YI[O6HbIﬁ crrocob H)IaTe}I(efI, OJHAKO CYHIECTBYIOT
MOII€HHUKHU, KOTOPbIE€ XOTAT IIOJIYYUTb 59TU JC€HbI'U.

SJ'IeKTpOHHbIe J€HbI' IIOABHUJIMCb COBCEM HE€AABHO W HWMMEHHO H3-3a 3TOrO BO MHOTHX
TOCyaAapCTBax A0 CUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAaX.

B Poccum ke oHU (QYHKIMOHUPYIOT M O HUX YKe IMPOIKMCAHO B 3aKOHE, I7le UX Pa3/IesIAoT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3HUIIa B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pas3pelraeTcsi IPOBOJAUTH olepanuu 0e3 uAeHTUDUKAIUU II0JIh30BaTENA, a B
HEaHOHUMHBIX WJIeHTU(DUKAIIUU [T0JIb30BATENS ABJISETC 0053aTeIbHOM.

Taxoke cJIeayeTr pas3jindarb JJIEKTPOHHbIE (l)I/IaTHbIe A€HbI't (paBHbI rocygapCTB€HHBbIM
BaJ'IIOTaM) H 9JICKTPOHHbIE He(l)I/IaTHI)Ie A€HbI' (He PaBHBI TOCYyJapCTBEHHBIM Ba)'IIOTaM).

OCHOBHBIE COBETHI 110 O€30I1aCHOMI pa60Te C 9JICKTPOHHBIMU J€HbIraMM:

1. IlpuBsxku K cueTy MOOWJIBHBIA TejieOH. ITO caMbIli YAOOHBIM M OBICTPBIA CIIOCOO
BOCCTAaHOBUTHL JIOCTYI K cuery. [IpuBs3aHHbIi TeaeOH TOMONKET, ecau 3alyellb CBOU
IUIATEXKHBIA TApOJIb UJIX 3alellh HAa CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnonp3yii 0iHOpa30Bble TapoJid. Ilociie mepexo/ia Ha yCUJIEHHYI0 aBTOPU3AIUIo Tebe yrke
He Oy/IeT yrposkaTh OMACHOCTh KPaXKU MJIH ITepexBaTa IJIaTEXKHOTO TIapOJIs;

3. Beibepu cioxHBIN maposib. IIpecTymHmKaM OyAeT He MPOCTO YraZaTh CJIOKHBIA IApOJIb.
HazexxHble maposii — 3TO IIapoJIM, KOTOPbIe co/lepKaT He MeHee 8 3HaKOB U BKJIIOYAIOT B cels
CTPOUYHBIE U IPOINUCHBIe OYKBBI, IIU(MPHI U HECKOJIBKO CHUMBOJIOB, TaKMe KaK 3HaK J0JIapa,
¢dyHTa, BocKIMIaTeIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMYHBIE TaHHBIE HA CAliTaX, KOTOPHIM HE JJOBEPSIEIIb.
AJIeKTPOHHAA IIOYTa

JJIEKTPOHHASA TI0YTAa — 3TO TEXHOJIOTUSA W IIPEIOCTaBJIsIEMbIE €I0 YCIYTU IO IIePECBhLIKE U
IIOJIyYEHHUIO 3JIEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACIPENESAIOTCS B KOMIIBIOTEDHON CETH.
OOBIYHO BJIEKTPOHHBIN IIOYTOBBIHN AIAK BBITJIAAT CJIEJTYTOIITAM obpazom:
UMs_II0JIb30BATENA@UMs_jioMeHa. Takyke KpoOMe Iepefjaui IPOCTOTO TEKCTa, HMEETCs
BO3MOKHOCTH IepeiaBaTh hanIbl.

OCHOBHBIE COBETHI 10 OE30ITACHON PAabOTe C HJIEKTPOHHOU MTOYTOM:

1. Hajmo BBIOpaTh TpPaBWIBHBIA IOYTOBBIA CepBHC. B HWHTepHETE €CTh OTPOMHBINA BBIOOD
OecIIaTHBIX IMOYTOBBIX CEPBHCOB, OTHAKO JIYUIIIE JJOBEPSTh TEM, KOTO 3HAEINIh U KTO MEPBHIN B
peuTHHre;

2. He ykazplBall B JIMYHOU IIOYTe JIMYHYIO0 wuHopMmaruio. Hampumep, Jydiie BbIOpaTh
«My3BbIKAJIbHBIN_(PaHaT@» WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcnonp3yil ABYX3TANIHYI0 aBTOPU3AIUI0. ITO KOrJa IMIOMHUMO MapoJjis HY>KHO BBOJUTH KO/,
npuckLIaeMbiii o SMS;

4. Bp1Oepu cII0KHBIN Maposib. JIJId KaXKI0r0 TOYTOBOTO AIIUKA JIOJKEH OBITh CBOM HA/IEKHBIMH,
YCTOUYUBBIU K B3JIOMY I1apOJIb;

5. Ecin ectp BO3MOXKHOCTH HAIIKMCATh caMOMYy CBOM JIMYHBIN BOIIPOC, I/ICHO)II)B}’ﬁ ATy
BO3MOXHOCTbD,



6. Vcrosip3yil HECKOJIBKO MOYTOBBIX ANTUKOB. I1epBbIi /7151 YaCTHOU MEePEenUCKU C ajpecaTaMu,
KOTOPBIM THI JIOBEPsIENTh. DTO BJIEKTPOHHBIHN aJ[pec He HAJI0 UCIIOIb30BaTh IIPU PErUCTPAIIUN Ha
dbopymax u cairax;

7. He oTkpbiBaéi (paiiyibl U JIpyTHe BJIOKEHHSA B IMHChMAaX Jake €CJIU OHU IPUIIIA OT TBOHX
Zpy3ei. Jlydiile yTOUYHH y HUX, OTIIPABJISIIIA JIM OHH Tebe 3Tu daiiibl;

8. [Tocsie okoHUaHUA pabOTHI HA ITOYTOBOM CEPBHICE IE€pe/] 3aKPHITHEM BKJIAJKU C CAUTOM He
3a0yap HaXKaTh HA « BEIATH ».

KubepOy IHHT WIu BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystMHr — mpecyiefiloBaHUE COOOIIEHUSMU, COJIep:KAlUMU OCKOPOJIEHUS, arpeccuro,
3allyTUBaHUE; XyJIUTAHCTBO; CONAIbHOEe OOMKOTUPOBAHUE C TIOMOIIBIO PA3JIMUHBIX UHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI IO OOpHOE ¢ KNOEPOYJIMHTOM

1. He Gpocaiicsa B 60ii. JIyumuii cmoco0: MOCOBETOBATHCA KaK ce0sl BECTH W, €CJIM HET TOTO, K
KOMY MOXHO OOpaTHThCA, TO BHayajJie YCIOKOUTbCA. Ecau Thl Ha4YHEIIb OTBeYaTh
OCKOpOJIEHUSIMHU Ha OCKOPOJIEHUsI, TO TOJIBKO ellle O0JIbIIe Pa30KIKellb KOH(MJIUKT;

2. YpasJisii cBoell KubeppemnyTaryeii;

3. AHOHHUMHOCTH B C€TU MHHMas. CYH_IGCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHUT 3a aHOHHMMHBIM
AKKAayHTOM;

4. He crout Bectu XyauraHckuil o6pa3 BUPTYaJIbHOU KU3HU. VIHTEPHET DUKCHUDPYET BCE TBOU
JeCTBUS U COXPAaHsET UX. YZIaJIUTh UX Oy/leT KpaliHe 3aTPyIHUTEIBbHO;

5. Cobstro/1ali CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupyéi eauHW4HBIN HeraTuB. OmHOpa30Bble OCKOPOUTEJbHBIE COOOIEHUSA JIyUllle
urHopupoBaTh. OOBIYHO arpeccus MpeKpaIaeTcs Ha HAYaIbHOM CTaJIUH;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUAMU, B COITUATBHBIX CETAX
€CTh BO3MOXKHOCTb OJIOKHPOBKU OTIIPABKU COOOIIEHUH C OIIpefieJIeHHBIX aJ[pecoB;

8. Eciiu ThI cBUAETENh KNOEpOy/UTHHTA. TBOU JIENCTBUS: BBICTYIIUTHh IIPOTUB IIPECIe0BaTENs,
IIOKa3aTh €My, UTO €ro JAeWCTBHUs OIEHUBAIOTCA HETaTUBHO, IIOJIJIEPKATh KEPTBY, KOTOPOU
Hy’>KHa TICHUXOJIOTUYECKasi ITOMOIIb, COOOIIUTh B3POCIBIM O (PaKTe arpecCHBHOTO MOBEJIEHUS B
CeTH.

MobwuibHBIN TenehOoH

CoBpeMeHHbIE cMapT(OHBI U IJIAHIIETHI COZlEPKaT B ce0e BIIOJIHE B3POCbINA (QYyHKIMOHAT, U
Terlepb OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIbIoTepamMu. OJHAaKO, CPEJICTB
3aIUTHI 1JI TO/I00HBIX YCTPOMCTB MOKA OUeHb Masio. TeCTUpOBaHUE U MOUCK YA3BUMOCTEHN B
HUX IPOUCXOAUT He TaK HMHTEeHCUBHO, Kak miA IIK, To ke camoe kacaeTci U MOOUJIBHBIX
MIPUJIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3ephbl YK€ IIPAKTUYECKH JJAOTHAJIM HACTOJIbHBIE AHAJIOTH,
OTHAKO paciupeHre (GYHKIIMOHAIA BJIEYET 3a COOOM OOJIBIIYIO CI0KHOCTh U MEHBIIIYIO
3alUIIEHHOCTb.



I[aJIeKO HEe BCE€ IIPOHU3BOJAUTEI BbIIIYCKAIOT O6HOBJI€HI/IH, 3aKpbIBawoIiyue KpPHUTHYECKUe
VA3BUMOCTH JJId CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /J1s1 6€30I1aCHOCTH MOOMJIBHOTO TesiepoHa:

1. Huyero He sABJIsIeTCSl MO-HACTOSIIEMY OecCIIaTHBIM. By/ib OCTOpOXKeH, Benb Korjia Tebe
IpeIaraT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKH€e-TO IJIATHBIE YCIIYTH;

2. Jlymaui, mipekzie ueM OTIpaBuTh SMS, ¢oTo mwiu Buaeo. Thl TOUHO 3HAEIb, I7le OHU OyAyT B
KOHEYHOM HUTOre?

3. HeoO6xoauMo 0GHOBJIATE ONEPAIIMOHHYI0 CUCTEMY TBOETO CMapT(OHa;
4. ictiosib3y# aHTUBUPYCHBIE IPOTPaMMBbI JIJ11 MOOWJIBHBIX TeJIe(hOHOB;

5. He 3sarpyxkaili NpuaoKeHHs OT HEU3BECTHOTO HCTOYHUKA, BeAb OHU MOTYT COAEPKATh
BPEZIOHOCHOE IPOrPaMMHOe 0becrieueHue;

6. Ilocse TOro Kak Thbl BBIHJIENIb C caliTa, IJie BBOAWJI JIMYHYIO HHQOpMAaIuio, 3alu B
HACTpPOUKHU Opaysepa H yjiaau cookies;

7. [lepuoguuecky IpoBepAX Kakue IJIaTHbIE YCJIYyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoil HOMep MOOWJIBHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX Thl 3HAEIIb U KOMY
JIOBepsIEllb;

9. Bluetooth moykeH OBITH BBIKJIIOUEH, KOT/Ia Thl UM He IOJIb3yellbcs. He 3a0bbiBali MHOTIA
IIPOBEPSATH BTO.

Online urpsr

CoBpeMeHHbIe OHJIAMH-UTPHI - 3TO KPACOUHbBIE, 3aXBaThIBAIOIIMe Pa3BaeueHNs, 00beIUHAIOINIE
COTHHU THICSY YEJIOBEK IO BCeEMY MUpY. VITPOKH HCCIEAYIOT JAaHHBIM UM MHUP, OOIIAIOTCS JIPYT C
ZIPYTOM, BBINIOJIHAIOT 33/1aHUA, CPAXKAIOTCA ¢ MOHCTPAMU U IIOJIy4YalOT ONBIT. 34 YA0BOJIbCTBUE
OHU IUIATAT: MOKYIAIOT AVCK, OTJIAYNBAIOT aDOHEMEHT WJIN MPUOOPETAIOT KaKMe-TO OIIIUH.

Bce aTu cpezicTBa WyT Ha mojJiep:KaHUE U PAa3BUTHE UTPHI, a TaK:Ke Ha caMy 0e30IacHOCTH:
COBEPIIIEHCTBYIOTCSA CUCTEMbBI aBTOPU3AIINH, BBIITyCKAIOTCS HOBBIE NaTYU (IppOBBIE 3aMIaTKU
TSI IPOTPAMM), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX urpax CTOHUT OIlIaCaTbCA HE CTOJIBKO CBOHX COIIEPHHUKOB, CKOJIBKO KpaxKH TBOETrO
ImapoJisd, Ha KOTOpOM OCHOBAHa CHUCTEMA aBTOpHU3allu1 OOJIBIIMHCTBA HUrp.

OcHOBHBIE COBETHI 110 OHE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecotu ipyro#t urpok BezeT cebsi MI0X0 WIN co3/aeT Tebe HENMPUATHOCTH, 3a0JI0OKUPYH €ro B
CIIICKE UTPOKOB;

2. [Moxanylics agMUHHUCTpATOpaM HWIPHlI Ha IIOXOe IIOBEJIEHHE 3TOTO UTPOKA, »KeJIaTeJIbHO
IIPUJIOKUTDH KaKHe-TO JI0Ka3aTeJIbCTBA B BU/le CKDUHOB;

3. He ykaspiBaii 1nuHy0 nHGopManuo B npodaiisie urpsol;
4. YBaxKaul Ipyrux y4acCTHUKOB 110 UTPE;

5. He yctanaBiuBai HeopUITHAIbHbBIE TATYU H MOJIbI;



6. Mcrnosp3yii c105KHbBIE U Pa3HBIE TAPOJIH;

7. Jla>ke BO BpeMs UTPHI HE CTOUT OTKJII0YATh aHTUBHUPYC. [IoKa ThI Urpaellb, TBOH KOMIIBIOTED
MOTYT 3apa3UTh.

QOUIIIHT WU KpaxXa JIMYHbIX JaHHBIX

OOBIYHOM KparKeH JieHer U JOKYMEHTOB CErOfHS YK€ HUKOTO He YAUBUIINb, HO C Pa3BHUTHEM
WHTEPHET-TEXHOJIOTUHA 3JIOYMBIINIUVIEHHUKN TI€PEMECTU/INCh B WHTEPHET, U IIPOAOJIKAIOT
3aHHUMATbHCS «JIIOOMMBIM» JJ€JIOM.

Tak mnosiBWIach HOBasg Yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (QUIIUHT, IJIaBHAs IIeJIb
KOTOPOTO COCTOUT B IMOJIyYEHUH KOH(PUAEHIINATBbHBIX JAHHBIX IOJIb30BATEIEH — JIOTUHOB U
naposieii. Ha arriuiickom sizeike phishing yurtaercs kak ¢ummmnr (ot fishing — peibHas o,
password — mapoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUITHHTOM

1. Cireu 3a CBOMM aKKayHTOM. EcyTu ThI 1TOI03p€eBaelib, YTO TBOs aHKeTa ObLIa B3JIOMaHA, TO
Heo0X0IMMO 3a0JIOKUPOBATh €e U COOOIIUTh aJIMUHUCTPATOpaM pecypca 006 3TOM KaK MOKHO
CKOpee;

2. Hcnonb3yit Oe3omacHble BeO-CAalThl, B TOM 4YHCJIe, WHTEPHET-Mara3uHoB U ITOHMCKOBBIX
CUCTEM;

3. Hcnonb3yil ciokHble W pasHble Haponu. Takum obpasoMm, ecau TebsA B3JOMAIOT, TO
3JIOYMBIIIIEHHUKH TTOJIy4aT AOCTYT TOJBKO K OJTHOMY TBOEMY IIPO(]UIIIO B CETH, a HE KO BCEM;

4. Ecu Tebs B3jlOMasi, TO HEOOXOJAUMO IIPEAYIPENUTh BCEX CBOMX 3HAKOMBIX, KOTOPbBIE
Jlo0aByIeHBI Y TeOSI B APY3bAX, O TOM, UTO TeDsT B3JIOMAJIN 1, BOBMOKHO, OT TBOEr0 UMeHU Oy/ieT
pacchLIaThCs CIaM U CChLIKYU Ha (PUIIMHTOBBIE CAUTHI;

5. YcraHoBH HaJiexkHbIN 11apostb (PIN) Ha MOOMIBHBIHN TetedOoH;
6. OTKJIIOUH COXpaHEeHHe MMapoJis B Opaysepe;

7. He oTkpbiBaél (pailibl U ipyrue BJIOKEHUA B MUChbMAaX Jake ecjad OHU NMPUILIU OT TBOUX
npy3eil. Jlydiile yTOUYHH y HUX, OTIIPABJIAJIN JIM OHU Tebe 3TU (paliiibl.

udposas penyraus

[MudpoBas pemyramus - 5TO HeraTUBHAs WJIM TO3UTHUBHAsA WH@OpMamus B ceTH O Tebe.
Kommpometupyromas nHGOpManusa pa3MelleHHas B WHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpa3uThCs Ha TBOeU peasibHOM ku3HU. «[{udpoBas penyranus» - 3TO TBOH UMUK, KOTOPBIN
dopmupyetcst 3 napopManuu 0 Tebe B MHTEPHETE.

TBoe mecto KUTEJIbCTBA, yqe6bl, TBOE (bHHaHCOBOG II0JIOZKEHHeE, 0COOEHHOCTHU XapakKTepa "
pacCKa3bI O OJIN3KUX - BCE DTO HAKAILJINBAETCA B CETH.

MHoOrue MOJIPDOCTKH JIETKOMBICJIEHHO OTHOCATCA K IyOJHKAlW{ JIMYHOU WH@OpMamuu B
VHTepHETe, He MOHUMAasA BO3MOXKHBIX HOCJe/IcTBUU. ThI TaXke He CMOXKEIIb JOTQ/IaThCA O TOM,
uyto (Qororpadus, pasMmeleHHas 5 JieT Ha33J, cTajla OPUYMHONM OTKasa NPUHATH TeOsS Ha

pabory.

KommeHTapuu, pasmelienue TBoux dororpaduii u Apyrue AelcTBUA MOTYT He UCUE3HYTH aXKe
II0cJIe TOTO, KaK Thl UX yAAJIUIIb. Thl HE 3Haellb, KTO COXPAaHWJI 3Ty HH(MOpMaIUIo, onasja Ju



OHA B TIOMCKOBBIE CHCTEMBI M COXpaHWJIACh JIU OHA, a TIJIaBHOE: YTO IIOJ[yMaioT O Tebe
OKpY2Kalolllee JII0/IN, KOTOPhle HAUAYyT U YBUAAT 3T0. HalT mHGOpPMAIIUI0 MHOTO JIET CITyCTS
CMOKET JII0OOH - KaK U3 JOOPBIX MOOYKAEHUH, TaK M C HaMEPEeHUEM IPUYUHUTH Bpefd. ITO
MOKET OBITH KTO YTO/THO.

OCHOBHBIE COBETHI 10 3aIUTE U(PPOBOI PEITyTAIHH:

1. [Togymaii, mpeskzie 4eM 4TO-TO IIyOJIMKOBATH U IepeIaBaTh y cebsi B 6JI0Te UK B COIUATIBHON
CeTH;

2. B HacTtpoiikax Nmpodwusis yCTaHOBU OTPAaHUYEHHsS Ha IMPOCMOTP TBOETO MPODWIA U €ro
CO/IEPKHUMOTO, CJIeIall €r0 TOJIbKO «JIJIA JIPYy3ei»;

3. He pasmemaii u He ykasbpIiBali HHQOPMAIIUIO, KOTOPasi MOKET KOTO-JIM00 OCKOpOJIATh WU
00MIKaTh.

ABTOpCKOE TPAaBO

CoBpeMeHHbIE IIKOJIbHUKH- AKTUBHBIE I10JIb30BaTe I IM(PPOBOro MpocTpaHcTBa. OHAKO
JlaJIEKO He BCE 3HAIOT, YTO II0JIb30BaHHE MHOTHUMH BO3MOKHOCTSAMU IT(POBOr0 MUpa TpebyeT
coOJTIOZIEeHNS TTPaB Ha MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCT.

TepMHH «HHTEJUIEKTyaJIbHasA COOCTBEHHOCTh» OTHOCUTCS K Pa3JIUYHBIM TBOPEHUSAM
YeJI0BEUECKOT0 YMa, HAUMHAsA C HOBBIX M300PETEHNH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOJAYKTHI U YCIYTH , W B3aKaHUYUBasA KHUTaMH, ¢GoTorpadusaMu, KUHOPUIbMaMU U
MYy3bIKaJIbHBIMHU IIPOU3BEICHUAMU.

ABTOpCKHeE TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEIEHHUs HAYKH,
JIUTEPATYpbl U HCKYCCTBA. ABTODCKHE IIpaBa BBICTYNAIOT B KadyecTBe TapaHTUU TOTO, UTO
VHTEJJIEKTYaJIbHBIN/TBOPUECKUI TPYZ, aBTOpa He OyZeT HampacHbBIM, JACT €My CIIpaBeZJINBbIe
BO3MOXKHOCTU 3apabOTaTh Ha pe3yjbTaTaX CBOEro TPYZa, MOJyYUTh U3BECTHOCTh U NMPU3HAHUE.
Hukto 06e3 paspeleHus aBTopa He MOXKET BOCIPOU3BOAUTH €ro IPOU3BEJIEHUE,
PacCIpOCTPaHATh, MMyOJIMYHO IEMOHCTPUPOBATh, IPO/IaBaTh, UMIIOPTHPOBATH, IIyCKATh B IIPOKAT,
MyOJTMYHO UCIIOJIHATD, IIOKa3bIBATh/ UCIIOJIHATD B 3dUpe Wi pa3MeniaTs B IHTEpHETE.

Hcnosp3oBaHue «IMUPATCKOTO» IPOTPAMMHOTO oObecrieueHUus1 MOKET IPUBECTH K MHOTHUM
pUCKaM: OT TOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHDOBKHM TBOETO YCTPOUCTBA, I/e
YCTAaHOBJIEHHBIU He JierajibHasg nporpaMMma. He crouT Takke 3a0bIBaTh, UTO CYIIECTBYET
JlerasibHbIe U OecIIaTHBIE IPOrPaMMbl, KOTOPble MOXKHO HAWTU B CETU.

O nopraie

CeTeBUUYOK.p( - TBOU IJIaBHBIA COBETUYUK B CETH. 3/I€Ch ThI MOKEIIb Y3HATh O 0€30TIaCHOCTH B
CEeTH NOHATHBIM U JIOCTYIHBIM S3BIKOM, @ NPH BO3HUKHOBEHUU KPUTHUYECKOW CHUTyallUU
o0paTuThCA 3a COBETOM. A Tak)Ke IMPUHATH yyacThe B KOHKypCaX U CTaTh CaMbIM I[M(POBBIM
rpakJaHuHOM!

ITamaTka pia poauTesied 060 MHPOPMAIMOHHOM 0€30IIaACHOCTH JieTen

OmpenesieHre TepMUHA «MHQOPMAIMOHHAA 0€30IMacHOCTD JleTeli» coepKuTcesa B PesiepasibHOM
3dakoHe N2 436-03 «O zammuTe sleTell oT HHDOPMAIUH, IPUUNHSAIONIEN BPeJ X 3/I0POBBI0 U
Pa3BUTHIO», PETYJIUPYIONIMM OTHOIIEHWs, CBSA3aHHBIE C 3aIIUTON JieTell OoT wHGOPMAaIUH,
NPUYUHSIONMIER BpeJl WX 370poBbl0 W (wau) paszButuio. CorylacHO JIaHHOMY 3aKOHY
«uHOpMaIMoHHasA 0e30IIaCHOCTDb JIeTeli» - 3TO COCTOSIHHE B3allHMINEeHHOCTH, IIPU KOTOPOM
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OTCYTCTBYET PHUCK, CBS3aHHBIN ¢ IpUYHMHEHHWEeM WHPOpManueid Bpefa UX 3J0POBbI0 U (WJIH)
dusnueckoMy, ICUXUIECKOMY, JYXOBHOMY, HDABCTBEHHOMY Pa3BUTHUIO.

B cuny ®enepanpHoro 3akoHa N2 436-O3 uHdopmanuei, NpUIUHAIONEH Bpe/l 30POBBI0 U
(11n) pa3BUTHIO J€TEH, SABJISIETCS:

1. uHpOpPMAaIHs, 3aIpelnieHHas /I paCIIPOCTPaHEHUS CPEY JeTEH;

2. wuHoOpMaIHsd, paclpocTpaHEHHEe KOTOPOM OrpaHWYeHO Cpeau JieTed ompeaeIeHHbIX
BO3PACTHBIX KaTeTOPUH.

3. Kuadopmanmu, 3anpenieHHOU JJ1si paCIIPOCTPAHEHUs CPeU JeTel, OTHOCUTC:

4. nuHdopmanus, modyKaarIas JeTeld K COBEPIIEHHIO JIEHCTBUH, ITPEJICTAB/IAIONIUX YTPO3Y UX
JKU3HH U (WJIN) 3I0POBBIO, B T.U. IPUUYHMHEHHUIO BPe/la CBOEMY 3/I0POBbIO, CAMOYOHIICTBY;

5. CIOCOOHOCTh BBI3BaTh VY JeTed jKeJlaHWe YIOTPeOUTbh HapKOTUYECKHUEe CpeJICTBa,
IICUXOTPOITHbIE W (WJIM) OAypMaHHBAIOIIHE BEIECTBA, TaOauHble H3/AEUs, aJKOTOJIbHYIO U
CIIMPTOCOEPKAIITYI0 TPOAYKIIHIO, TMBO U HAITUTKH, U3TOTAaBJIBaeMble Ha €r0 OCHOBE; IPUHSATH
yJacThe B as3apTHBIX Wrpax, B3aHUMAaTbCA IPOCTUTYLIHEH, OpOJSKHHUYECTBOM WU
MO POIIAaHUYECTBOM;

6. 000CHOBBIBAOIIAST WJIM OIIPAB/IBIBAIOIIAS JOIYCTUMOCTD HACHIUA U (MJIH) KECTOKOCTH JI0O
MoOy»K/1atomiasi  OCyIIECTBJIATh HACHJIBCTBEHHBIE JEMCTBHUSA IO OTHOIIEHHIO K JIIOAAM U
JKUBOTHBIM;

7. OTpPULIAIONIAs ceMelHble IeHHOCTH U (GOpMHUpYIOIIas HeyBa)KeHUWe K pOoAuTesnsiM U (Wian)
JIPYTUM WieHaM CEMbU;

8. ompaszpIBaloIas IPOTUBOIIPABHOE TIOBE/IEHUE;
9. cozieprKaIas HelleH3ypHYyIo OpaHb;
10. copepskaas nHOOPMAIUIO MOPHOTPaGUIECKOTO XapaKTepa.

K wundopmanum, pacrnpocrpaHeHHe KOTOPOU OTPaHUYEHO Cpelu JieTell OIpeJieJIeHHOTO
BO3PACTa, OTHOCUTCH:

1. uHoOpMaIus, IMpeacTaBiasgeMas B BHJEe H300paKeHUs I OIKUCAHUSA KECTOKOCTH,
dusnueckoro u (MIM) MCUXUUECKOTO HACUJINSA, IPECTYIIEHUS] UM HHOTO aHTHOOIIECTBEHHOTO
JIeUCTBUS;

2. BBI3BIBAIOINASA Y JIETEH CTPaX, y»Kac WM MaHUKY, B T.4. IIPeJICTaBjIsseMasi B BUe U300 paKeHH
VI ONMCAHUS B YHUKAIOIIEH UeIoBeYecKoe JIOCTOMHCTBO (hOpMe HEHACHJILCTBEHHON CMEPTH,
3a00sieBaHUsA, CaMOYOMICTBA, HECYACTHOTO CJIydas, aBapuu WM KatacTpodsl u (Wiau) ux
IIOCJIE/ICTBHI;

3. mpejacTtaBisgeMas B BHUAE HU300pAKEHUS WM OIMCAHUS IIOJIOBBIX OTHOINEHUM MEXKITY
MY?KYHMHOU | JKEHIITUHOM;

4. copeprkaias OpaHHbIE CJIOBA U BBIPAXKEeHU A, He OTHOCAIIMECS K HelleH3ypPHOU OpaHu.

C yuerom 3TOoro Bam mpejpgrararoTcsi mpaBuiia paboThl B ceTu VIHTEpHET i Pa3IMIHBIX
BO3PACTHBIX KaTeropuii, coOJio/ieHHe KOTOPBIX IIO3BOJIUT 0bOecneyuTh HUHQPOPMAINOHHYIO
6e3011aCHOCTb BAIlIUX JleTel.
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OOmrye mpaBwWIa JUIS POAUTEIEH

1. HezaBucumo ot Bo3pacra pebeHKa HCIOJIB3YiTe IIporpaMMHOe obeclieyeHue, IoMoralolee
uIbTpPOBaTh U KOHTPOJIUPOBATH UH(MOPMAIHIO, HO He TToJIaralTech OJTHOCTHIO HA Hero. Baiie
BHUMaHUeE K PeOEHKY - [JIaBHBIM METOJ] 3aIIIUThI.

2. Ecmn Bamr pebeHOK mMeeT aKKayHT Ha OJHOM M3 COIMATbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMaTEIPHO U3YYUTE, KAKYIO0 HH(GOPMAIIUIO IIOMEIAIOT €T0
YYaCTHUKH B CBOUX MPOPIIAX U OJrorax, BKIouas pororpaduu u BU7EO.

3. IIpoBephTe, ¢ KAaKUMU APYTUMHU CAUTaMU CBSI3aH COIIMAJIBHBIN cepBHUC Bamrero peGeHka.
Crpanuuku Bamero pebeHka MOTyT ObITh G€30IaCHBIMHU, HO MOTYT U COZIEP?KaTh CCHUIKUA Ha
He)KeJlaTeJIbHbIe M OIacHbIe CAWThl (HApUMep, MOPHOCAMT, WJIM CAHT, HA KOTOPOM JIPYT
yIoOMUHaeT HOMep coToBoro TesiedoHa Bamiero pebenka mau Bai qomaiiHuii ajipec)

4. IoowmpsaiTe Bamux geredl coobmarh 060 BCEM CTPAHHOM WJIM OTTAJIKUBAIOIIUM U HE
CJIMIIIKOM OCTPO pearupynre, KOT/[A OHU 3TO JIeJIAl0T (KM3-3a OMaceHUs IOTEPATH JOCTYI K
VHTEpHETY /IETH HE TOBOPAT POAUTEINIAM O mpobiieMax, a TakKe MOTYT HauaTh HCIIOJIb30BaTh
VHTEpHET BHE JIOMA U IIKOJIBI).

5. BynbTre B Kypce ceTeBoii »ku3HU Bamiero pebenka. IHTepecyiiTech, KTO UX Apy3bs B VIHTEpHET
TaK e, KaK UHTePeCyeTeCh PeaJbHBIMU JPY3bAMU.

Bospacr ot 7 1o 8 jiet

B UurtepHere pebeHOK crapaercs IOCETUTh T€ WJIM HHbIE CAWThI, 2 BO3MOXKHO U YaThl,
paspeleHre Ha MOCelleHne KOTOPBIX OH He MOJIydr1 Okl OT poautesneil. Iloatomy poauTensim
0COOEHHO TIOJIe3HBI OYAyT Te OT4YeThl, KOTOpbIe IIPEJOCTABJIAIOTCA MpPOrpaMMaMu II0
OTPAaHUYEHUIO MCIIOJIb30BaHUA HHTepHeTa, T. €. PoAUTENbCKHUIT KOHTPOJIb WJIU TO, YTO BHI
CMO’KeTe YBUIETh BO BpeMeHHBIX ¢ailnax. B pesynbrare, y pebeHka He Oy/eT OIIyIeHus, YTO 3a
HUM BEJIETCS MOCTOSHHBIA KOHTPOJIb, OHAKO, POAUTENN OYyAyT MO-TPEXXHEMY 3HATh, KaKHe
CalThI MoceniaeT ux pebeHok. Jletn B JaHHOM Bo3pacTe 00JIaJIal0T CUJIbHBIM UyBCTBOM CEMBH,
OHU JIOBEPUMBHI M HE COMHEBAIOTCA B aBTopuTeTax. OHU JIIOOAT UTPATh B CETEBbIE UTPHI U
IIyTelIecTBOBaTh 0 VHTEpHETY, UCHOIb3ys SJIEKTPOHHYIO IOUTY, 3aXOUTh HA CAWUThI U YaThl,
He PeKOMEH/IOBaHHbIEe POAUTEAMMU.

CogeTsl 110 Oe30macHOCTH B ceTu VIHTEepHeT /715 ieTel 7-8 jeT

1. Co3paiiTe CIIMCOK IOMAITHUX MIPABUJI MTOCeleHus I HTepHeTa pu y4acTuu ieTed u TpebyniTe
€r0 BBITIOJTHEHHUS.

2. Tpebyiite or Bamero pebGeHka co0J0/IeHUs BpPEMEHHBIX HOPM HaXOXKJAEeHUsA 3a
KoMmIbioTepoM. [lokaxkure pebeHKy, uTO Bbl HaOso/laeTe 3a HUM He HOTOMY 4TO Bam 3TO
X0ueTcs, a TOTOMY 4To BbI 6ecriokouTech 0 ero 6e30IMacHOCTH U BCET/Ia TOTOBBI €MY IIOMOYb.

3. KommbioTep ¢ nmoaxioueHneM K HTepHETY J0/KeH HaXOAUThCA B OOIed KOMHAaTe MO/
IIPUCMOTPOM POJIUTETIEN.

4. HCHOHBSyﬁTe CIiIequaJIbHbIE€ J€TCKHE IIOMCKOBbIEC MAIIIMHBI.

5. Hcmonp3yiiTe cpeacrBa OJIOKMPOBAaHUS HeXKeJATeJIbHOTO KOHTEHTA KaK JIONOJIHEHHE K
cTaHapTHOMY PosinTesibCkoMy KOHTPOJIIO.

6. Co3pmaiiTe ceMeHHbBIN 3JIEKTPOHHBIHN AIIUK, YTOOBI HE ITO3BOJIUTH JIETAM HMETh COOCTBEHHEIE
azpeca.



7. BHOKHPYﬁTe AOCTYII K caiiTaM ¢ OeCIUIaATHBIMU IIOUYTOBBIMH AMWKaMH C IIOMOIIIBIO
COOTBETCTBYIOIIIETO IIPOTPAMMHOTIO obecrieueHus.

8. Ilpuyuute feTeil coBeToBaThcA ¢ Bamu mepes omybimkoBaHMEeM KakKoW-1u00 MHGOpMaLNU
CpeZICTBAMU 3JIEKTPOHHOM IOUTHI, YaTOB, PETUCTPAIIMOHHBIX (JOPM U poduiiei.

9. Hayuure fereii He 3arpy»kaTh (aiiibl, IPOrPaMMbl HJIU MY3bIKy O€3 BaIllero COTJIACHS.
10. He paspemaiitTe AeTAM HCIIOJIH30BATh CJIy:KObI MTHOBEHHOTO OOM€eHa COOOIIeHUSIMHU.

11. B «O6esplii» CIHUCOK CAWTOB, pa3pelleHHBIX JJIs ITOCEIEHHs, BHOCUTE TOJIBKO CAUTHI C
XOPOIIeH penmyTaluen.

12. He 3a0bIBaiiTe OecezoBaTh ¢ AETHMH 00 UX APY3baxX B MIHTepHeTe, KaK ecau ObI peysb ILIa O
ZIPY3bsIX B PETbHOU KU3HU.

13. He niemaiite «taby» U3 BOIPOCOB MOJIOBOH KU3HU, TaK Kak B IHTepHeTe JIeTU MOTYT JIETKO
HATKHYTHCSA Ha TOPHOTPADUIO UJIU CAUTHI «JJIs1 B3POCIIBIX».

14. IIpuyuurte Bamero pebeHka coo0IaTh BaM O JIIOOBIX YIPO3axX WJIM TPEBOTaX, CBA3aHHBIX C
Nuteprerom. OcraBaiiTech CIIOKOWHBIMU U HAIIOMHUTE JIETAM, YTO OHHU B O€30IIACHOCTH, €CJIU
CaMHU paccKasajyd BaM O CBOHX TpeBorax. IIoXBaJiMTe WX M MOCOBETYHTE IMOJOUTH ellle pa3 B
ITOZOOHBIX CITyJasiX.

Bospacr aeteii oT 9 710 12 JieT

B naHHOM BO3pacTe feTH, KakK IIpaBWJIO, YK€ HACJBINIAHBL O TOM, Kakasd uHoOpMaIus
cymiectByeT B lHTepHeTe. CoBeplIeHHO HOPMAaJbHO, YTO OHU XOTAT 3TO YBUJIETh, IPOUECTb,
yeabimare. 1Ipy 3ToM Hy»KHO HOMHUTB, UTO JOCTYII K HeKeJlaTeJbHbIM MaTepHhajiaM MOKHO
JIeTKO 3a0JIOKMPOBATh IPH IIOMOIIU CPeICTB POANTETLCKOTO KOHTPOJIA.

CoBeTnlI 110 6€30I1aCHOCTH JJISA IETEeH OT 9 /10 12 JIeT

1. Co3paiiTe CIMCOK AOMAIIHUX ITPAaBUJI IocelleHus VIHTepHeT IpU y4acTUu JieTeid U TpebyiiTe
€ro BBITIOJIHEHUS.

2. TpebyitTe oT Bamero pebenka cob6II0eHUs HOPM HaXOXK/IEHUS 32 KOMIIBIOTEPOM.

3. HabOmomaiite 3a pebeHKOM IpuH paboOTe 3a KOMIBIOTEPOM, MOKAXKHTE €My, UYTO BBl
OecrmokouTech O ero 6€30IaCHOCTH U BCerla TOTOBBI OKa3aTh €My ITIOMOIIIb.

4. KoMmmpoTep ¢ mojkimdYeHreM B VIHTepHET JOJDKEH HaxXOJUThCA B 0OIIell KoOMHATe IOJ
IIPUCMOTPOM POJIUTETIEN.

5. Hcmonp3yiiTe cpeacrBa OJIOKMPOBAaHUS HEKENATEIbHOTO KOHTEHTA KaK JIOMOJIHEHHE K
CTaHZapTHOMY POoMTEIhCKOMY KOHTPOJTIO.

6. He 3a0OpiBailiTe IpUHUMATH HENOCPEACTBEHHOE ydacTHe B KU3HU pebeHKa Oece/oBaTh C
neTbMU 00 WX Ipy3bsix B IHTEpHeTE.

7. HacrauBaiiTe, 4TOOBI /IeTU HUKOTJA He COIVIAIIAINCH HA JIMYHBIE BCTPEUH C APY3bAMHU IO
WNHuTepHery.

8. Ilo3BosANTE JIETAM 3aXOAUTHh TOJHKO HA CAWUTHI M3 «0EJIOr0» CIHUCKA, KOTOPHIM CO3JaUTe
BMECTEe C HUMH.



9. [IpuyunTe neTeil HUKOTZA He BHIZIaBaTh JIUUHYI0 WH(MOPMAIHIO CPEJICTBAMH 3JIEKTPOHHOMN
MIOYTHI, YaTOB, CHCTEM MTIHOBEHHOTO OOMeHa COOOIEHUAMHU, PETUCTPAIIMOHHBIX (POPM, TUUHBIX
npodriIel U Mpu perucTpauy Ha KOHKYpChl B FIHTepHETe.

10. IIpuyuure meTeli He 3arpy»kaTh IporpaMmMsbl 6e3 Bamrero pasperiennsa. OObSICHUTE UM, YTO
OHM MOTYT CJIy4YaliHO 3arpy3uTh BHUPYChl WM JPYroe HeKeJaTeJIbHOe IIPOrpaMMHOE
obecreueHue.

11. Co3zpnaiite Bammemy pebeHKy OTpaHUYEHHYIO YIETHYIO 3aITUCh 11 paOOThI HA KOMIIBIOTEDE.

12. [Ipuyuure Bamero pebGeHka coo0IiaTh BaM O JIFOOBIX YIPO3ax WM TPEBOTaX, CBA3AHHBIX C
Huteprerom. HamoMHuTe A€TAM, UTO OHU B 6€30IIaCHOCTH, €CJIM CAMU PACCKA3aJIM BAM O CBOUX
TPEBOTaX U ONACEHUSIX.

13. Pacckaskure aetsam o nmopHorpaduu B IHTEpHETE.

14. HacramBaiiTe Ha TOM, UTOOBI JIETH PEAOCTABIISAIN BaM JIOCTYI K CBOEH 3JIEKTPOHHOH IOYTe,
4TOOBI BBl yOEUJIHICh, UTO OHHU He O0IAI0TCs C HE3HAKOMIIAMH.

15. OOBsCHHUTE JIETSAM, UYTO HEJIb3s WCIIOJIb30BaTh CETh JJIA XyJUTAHCTBA, PACIpPOCTPaHEHUS
CILJIETEH WU YTPO3.

Boapacrt zereit ot 13 10 17 JieT

B sTrom BoO3pacTe MOAPOCTKM AaKTHUBHO HCIIOJIB3YIOT ITOMCKOBBIE MAIIUHBI, IOJIb3YIOTCS
BJIEKTPOHHOU MOUTOH, CIykK0aMHU MTHOBEHHOTO OOMeHa COOOIEHUAMHU, CKAUYUBAIOT MY3bIKY U
dunpmMbl. MasibukaM B 3TOM Bo3pacTe OoJibIlle MO0 HpPaBy CMeETaTh BCe OTPAaHUYEHUSA, OHU
JKQKIYT TPpyOOTO I0MOpPA, a3aPTHBIX UTP, KAPTUHOK «JIJISI B3BPOCJIBIX». JI€BOUKU TMPEATIOUHUTAIOT
obmaTecss B YaTaX, NPU OBTOM OHU TOpa3lo 0ojiee YyBCTBUTEJIBHBI K CEKCYaJIbHBIM
zioMoratesibcTBaM B VIHTepHeTe.

3a4acTyio B JaHHOM BO3pacTe POJIUTENAM YyKe BecbMa CJI03KHO KOHTPOJIMPOBATh CBOUX JleTel,
Tak Kak 00 VIHTepHeTe OHHU y:Ke 3HAIOT 3HAUYUTEIFHO OOJIBIIE CBOUX poauTesiei. Tem He MeHee,
He OTIycKaliTe AeTed B «CBOOOJIHOe ILIaBaHue» 1o VHTepHery. CrapailiTecb aKTUBHO
yJacTBOBaTh B 001eHnn peberka B iHTepHeTe.

BakHO mO-TIpekHEMY CTpOro cobJsro/iath mpaBwiaa HTEpHeT-0€30MMacCHOCTH -COTJIAlIEeHNe
MKy POAUTENSIMUA U JeTbMU. Kpome TOro, He0OOXOAUMO KaK MOXKHO dYallle MPOCMaTpPHUBaTh
OTUEeTHI O AeATebHOCTHU JieTell B MIHTepHeTe. CiieyeT oOpaTUTh BHUMAaHUE Ha HEOOXOIMMOCTh
COJIep>KaHUA POJUTELCKUX IMaposied (maposieil agMHUHHUCTPATOPOB) B CTPOTOM CeKpeTe U
0o0paTuTh BHUMAaHUE Ha CTPOTOCTh ATUX MapoJiel.

CoBeThlI 110 6€30IIaCHOCTH B 3TOM BO3pacre OT 13 /10 17 JIeT

1. Co3zaiiTe CIIMCOK JOMAIITHUX MPABUJ ToceleHnss VIHTepHeTa MPU y4acTUU MOAPOCTKOB U
TpeOyliTe 06e3yCJIOBHOTO ero BbINoiHeHHsA. OOroBopute ¢ pebEHKOM CIHCOK 3allpelleHHbIX
calTOB («4YEpHBIN CITMCOK»), Yachl paboThl B IHTEpHETe, PYKOBOACTBO IO OOIIEHUIO B
HNuTepHere (B TOM umcye B Yyarax).

2. KOMHI)IOTep C IIOAKJIIOUEHHEM K CETH I/IHTepHET AOJI2KEH HaXOAUTbHCA B O6III€I>1 KOMHAare.

3. He 3a0bIBaiiTe OecemoBaTh ¢ JeTbMHU 00 UX APYy3bsix B VIHTEpHETe, O TOM, YeM OHH 3aHSITHI
TakuM o0Opa3oM, OyATO peub UJET O APY3bsAX B peabHOU ku3HH. CIpalImBalTe O JIIOJAX, C
KOTOPBIMU JIETH OOIIAI0TCA MOCPECTBOM CIIy:KO MTHOBEHHOTO OOMeHa COOOIIEHUS MU, YTOOBI
yOeIUThCSA, YTO 3TU JIOJIU UM 3HAKOMBI.



4. HCHOJII)SYﬁTG cpeacrsa 6JIOKI/IpOBaHI/IH HeXelaTeJIbHOTO KOHTEHTa KaK JOIIOJIHEHHE K
CTaHAApPTHOMY POZ[I/ITeJII)CKOMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KAKUMU YaTaMU MOJib3yoTcA Bamu aetu. IToompsiiTe Ucoab30BaHIe
MO/IEPUPYEMBIX YaTOB U HaCTaUBaWTe, YTOOBI JIETH HE OOIIAINCH B IPUBATHOM PEXKUME.

6. HacramBaiiTe Ha TOM, YTOOBI JETU HUKOT/JA HE BCTPEYAJIMICh JIMYHO C JIPY3bSIMHU U3 CETHU
HNuTepHer.

7. IlpuyunTe neTeil He BbBIJIaBaTh CBOIO JIMUHYI0 HHGPOPMAIIUIO CPEACTBAMU 3JI€KTPOHHOU
MIOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIIEHUAMHU, PETUCTPAIIMOHHBIX (POPM, TUUHBIX
npoduiel U IpU perucTpanuyu Ha KOHKypchl B ITHTepHeTe.

8. [IpuyunTe feTell He 3arpy»kaTh MporpaMmbl 0e3 Bamiero paspemreHus. OObICHUTE UM, UTO
OHM MOTYT CJIy4aliHO B3arpy3uTh BHPYCHl WJIH JPYroe HeXKeJIaTeJIbHOe IPOrpaMMHOe
obecrieueHue.

9. IIpuyuurte Bamero pebenka coobmath BaM 0O JIIOOBIX YyIpo3axX WM TPEBOTaX, CBA3AHHBIX C
Huteprerom. HammoMHUTE AETAM, YTO OHU B 0OE30IACHOCTH, €CJIM CAMH PACCKa3ayil BaM, O
CBOUX Yyrpo3ax Wiu TpeBorax. [loxBajiuTe UX M MOCOBETYHUTE MOJOUTU €Ille pa3 B MOAOOHBIX
cIIyJasx.

10. Pacckaxkure nersim o nopHorpaduu B MHTepHeTe. IloMorute M 3aliUTUTBCA OT Criama.
Hayuute nozpocTkoB He BbliaBaTh B VIHTepHeETe CBOEro peasibHOTO 3JIEKTPOHHOIO ajipeca, He
OTBeuaTh Ha HeXKeslaTeJbHbIE TUChMA U UCIIOJIb30BATh CIEIMAIbHbIE IOYTOBbIE (PUIBTPHI.

11. [TpuyunTe cebst 3HAKOMUTHCSA C CAUTAMU, KOTOPBIE MOCEMAIOT MOIPOCTKHU.

12. Hayuute neTeil yBakaThb APYIHX B UHTepHeTe. YOeauTech, YTO OHU 3HAIOT O TOM, YTO
IIpaBMJIa XOPOIIIero MoBe/IeHUs IeHCTBYIOT Be3zie — Ja’ke B BUPTYaJIbHOM MUpe.

13. OObsicHUTE eTSAM, YTO HU B KOEM CJIy9ae HeIb3sl UCIOIb30BaTh CeTh /ISl XyJIUTaHCTBA,
pacnpoCTpaHeHUs CIIeTeH WIH yTPO3 APYTUM JIOIAM.

14. Obcyaute C MOAPOCTKAMHU IMPOOJIEMBI CETEBBIX a3apPTHBIX UTP U UX BO3MOKHBIU PHUCK.
HamomHwuTe, 4TO /1eTH He MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

ITocTOosTHHO KOHTPOJIUPYHTE HCIOIb30BaHue VIHTepHeTa Bammm pebenkoM! DTo He HapyllleHHe
ero JIMYHOTO IIPOCTPAHCTBa, a Mepa MPeA0CTOPOKHOCTU U MPOsBIeHUe Baieil poauTenbCKon
OTBETCTBEHHOCTHU U 3a00THI.



